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TCPMHHBI H OompenciIcHuA
be3onacHocTh NEPCOHAJbHDBIX [JaHHBIX — COCTOAHHC 3allHIICHHOCTH IICPCOHAJIbHBIX HAHHLIX,
XapakKrepuiyemoe CIIo COOHOCTBIO [I0JIb30BaTEJICH, TEXHHYECKHX C pPeIACTE H HHCbO]JMaLlHO HHBIX
TeXHOJIOruil obecneuuTh ROHC])HIIEH [MUATBEHOCTD, LIEJIOCTHOCTE H JOCTYITHOCTE IEPCOHAIBHBIX INaHHBIX
IIpH HX 06pa60:rxe B HH(bOpM AIIHOHHBIX CHCTEMax [NEPCOHAIBEHEIX JaHHBIX,

Jloctyn B OonmepamMoOHHYIO cpeay KoMubioTepa (HHpOpMAUHOHHOI cUCTeMBbl MHepCOHAIbHBIX
MaHHBIX) - TOJYYCHHE BO3MOXKHOCTH 3aIycKa Ha BBIMOMHEHHE WITATHBIX KOMaHj, GyHKUuMH, mpouexyp
OIEPAllMOHHON CHCTEMBl (YHHYTOXKEHHS, KOMUPOBAHHS, IEPEMEIICHHAA U T.I.), UCIOJHAEMBIX (aiiios
MPUKJIaJHBIX IPOrpaMM.

HDCT}'H K ﬂHqJOpMEIHHH = BO3MOJHOCTB ITOJIYHYCHHA HH(bOpMaIIHH H €€ HCIOJIb30BaAHHC.

Hpentndurkanns - npuceoenne cyOpekTaM U oOBeKTaM AOCTYNa HAEHTH(HUKATOpa H (HJIM) CpaBHEHHE
NPEIbSBIIEMOr0 uaeHTHdUKaTOpa C HepeHHEM PHUCBOSHHBIX HIeHTH(GHUKATOPOB.

HUnpopMauuoHHas CHCTEMA MePCOHAIBLHBIX JAHHLIX — COBOKYIIHOCTE COJEpIKaluXcs B 0a3ax JaHHBIX
NEPCOHAIBHBIX [JAaHHBIX W oOecrnevnBalolMX HX 00paboTKy HHGOPMAIMOHHBIX TEXHOJIOTHH H
TEXHAYECKUX CpPE/CTB.

Herounnk yrpossr OesomacnocTH HMHpoOpMauuu — cyOBeKT A0CTYyNa, MarepHaibHbl 00BEKT Hian
du3MYECKOE ABICHUE, SBIISIONIMECS NPHYMHONK BO3HMKHOBEHHS Yrpo3bl OesomacHOCTH HHGpOpMannu.

Konrpo/upyemasi 30Ha - 3TO IPOCTPAaHCTBO, B KOTOPOM HCK/IIOUEHO HEKOHTPOJIpyeMoe IpeObIBaHue
COTPYAHHKOB M [IOCETHTEJEH Omeparopa H MNOCTOPOHHHUX TPAHCHOPTHBIX, TEXHHYECKMX H HHBIX
MaTepUallbHbIX CPEJCTB.

HecankunmoHnpoBaHHbIi A0cTyn (HECAHKIHOHHPOBAHHBIE JeHCTBHSA) — J0CTYN K MHQOpMALMH WK
neHcrBud ¢ HH(popMmaluei, HapylaolyUe IIpaBuiia pa3srpaHHYeHUs JOCTYIA C HCII0JIb30BAHMEM LITATHBIX
CPE/ICTB, IIPEJOCTARIISIEMBIX UH(OPMALIMOHHBIMU CHCTEMAMU MEPCOHANBHBIX JAHHBIX.

Oo6paloTka mnepcoHAJBHBIX AAaHHBIX — JI000€ JeiCcTBHE (omepalusd) HIX COBOKYIIHOCTh AEHCTBHH
(omepanuii), COBepIIAEMBIX C UCIOIL30BAHUEM CPEJICTB ABTOMATH3AIMU UK 6e3 UCIONL30BaHUs TaKUX
CpeJICTB C NMePCOHANBHBIMH JaHHBIMH, BKJIIOYast cOOp, 3aMHUCh, CHCTEMATH3ALHIO, HAKOMIJICHHUE, XpaHEHHE,
yrouHeHHe (0OHOBICHHE, HW3MCHCHHE), H3BJICYCHHE, HCIIQJIb30BaHHe, Mepeaady (pacnpocTpaHeHHe,
[pelocTaBIeHne, 10CTyIl), obesuuMBaHue, OJIOKMpOBaHHE, YAAJIEHHE, YHHUYTOXXKEHHE NEPCOHAJIBHBIX
JIAHHBIX.

Oneparop - rocyIapCTBEHHBIA OpraH, MyHHLHIAIbHBIA OpraH, IOPHAAYECKOE HIM (PH3MYECKOE JIMIIO,
CaMOCTOSATETEHO HIIH COBMECTHO ¢ JIDYTHMH JIHIIAMH OpraHu3ylolme U (MIM) OCYLIEeCTBISIOLIAe
00paboTKy nepcoHaJIbHBIX JAAHHBIX, @ TAKIKE ONpeIesiomue Heial 00paboTKH MepCcoOHANTbHBIX JaHHBIX,
CcOCTaB NEPCOHAJBHBIX JAHHBIX, MOUIeKaUX oOpaboTke, DeHCTBHS (Omepanuu), COBEpIIAEMBIC ¢
[IepCOHATbHBIME JTAHHBIMH.

IlepconaabHbie qanHbIe — r0bas MH(OPMALNA, OTHOCAINASCS K IIPSMO HIIH KOCBEHHO ONpPEAeICHHOMY
HIY OIpEJIENSIEMOMY ¢duznueckomMy ULy (cyOBexTy IEePCOHAIBHEBIX JIAHHBIX).

IMoab3oBaTeqs HHPOPMANHOHHONH CHCTEeMBI MNEPCOHAJBHBIX JAHHBIX — JIMIO, YYacTBYIOIIEE B
GyHKIHOHHpOBAaHHH WHGOPMAIMOHHONA CHCTEMbl [EPCOHAIBHBIX JaHHBIX WIH HCIOIB3YIOIIee
pe3yibLTATEI - (GyHKIIHOHUPOBAHUSL.
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IpaBuaa pasrpanuyYendss 10CTyna — COBOKYIHOCTh TPABUJI, PEraMEHTHPYIOLIHX npaBa JOCTYyIa
cyOBeKTOB ocryna K o0BbexTam JIOCTyma.

Pecypc mHpopManmoHHoii cHCTeMBI - HMEHOBaHHBIH SIIEMEHT CHCTEMHOIO, NPHKIANHOIO MM
anrmaparHoro obecrieyeHus (bYHKIHOHMPOBAHMS HH(OPMALHIOHHOMH CHCTEME.

CpeacTBa BLIYHCIHTETLHONH TEXHHKH - COBOKYNHOCTH NPOIPAMMHBIX M TEXHUYECKHX 3ICMCHTOB
cucreM 00pabOTKH JAaHHBIX, CHOCOOHBIX ()YHKIHMOHHPOBATH CaMOCTOSTENBHO WM B COCTABE IpYTHUX
CHCTEM.

Cybwext nocryna (cy0mekT) - JIHIIO HIIH IpoLEce, ACHCTBHSA KOTOPOIr'0 PErIaMEHTHPYIOTCS TIPaBHIIAMHU
pasrTpaHHYeHHs JIOCTYTIA.

Texnuueckue cpeactsa MHPOPMAUHOHHON CHCTEMBI TNEPCOHANBHBIX JAAHHBIX -  CPEICTBA
BBIMHCITE/IbHON TEXHUKH, HH(POPMAMOHHO-BBIYMCIIMTENBHEIE KOMILIEKCH! H CeTH, CPEJICTBA H CHCTEME
mepefayu, NpHeMa H 00palOTKH MEpCOHATbHBIX JAHHBIX (CPeACTBA M CHCTEMBI 3BYKO3AIIHCH,
3BYKOYCHJICHHS, 3BYKOBOCIPOH3BEICHHA, IICPErOBOPHBIE H TEJNCBU3HOHHBIC YCTPOHCTBA, CpPEICTBA
H3TOTOB/ICHHS, THPAKUPOBAHMA JOKYMEHTOB M APYTHE TEXHMYECKHE CPEACTBA OOpabOTKH peyeroii,
rpaQuyeckoil, Buneo- 1 GYKBEeHHO-LM(POBOH MHGOPMAIMH), MPOrpaMMHbIE cpejicTBa (OIepalHOHHbIE
CHCTEMBI, CHCTEMBl YNpaBIeHHMsl OasaMM [aHHBIX M T.L), CPeACTBA 3amUTH HH(OPMALHH.

Yrpo3sl Ge30nacHOCTH MEPCOHANBLHBIX AAHHBLIX — COBOKYITHOCTE YCIIOBHI U ¢hakTopoB, co3maroNIHX
ONACHOCTH HECAHKLIIMOHMPOBAHHOTO, B TOM HHCIIe CIIy4alHOrO, JOCTYNA K IIePCOHATIBHBIM JIAHHBIM,
PE3YNLTATOM KOTOPOTrO MOXET CTarbk YHHYTOXKCHHE, H3MCHEHHE, ONOKHpOBAaHHE, KOIHPOBAHHE,
pacrpOCTPAHCHHE MEPCOHANBHBIX JAHHBIX, @ TAKXKE MHBIX HECAHKIMOHHPOBAHHBIX JEHCTBHI TPH HX
obpaboTke B MH(OPMAITHOHHOIA CHCTeMe ePCOHAIBHBIX JTaHHBIX.

Yszeumocts UCIIAn — HenocTarok nmm ciaboe MECTO B CHCTEMHOM HJIHM IPUKJIAJTHOM ITPOTPAMMHOM
(IporpaMMHO-arapaTHoM) oGecIeueH Ui aBTOMATHU3UPOBAHHOH HH(YOPMAIMOHHON CHCTEMBI, KOTOpPOE
MOJKET OBITE HCIIOJIB30BaHO ans peanH3aluu YIPO3EI fesonacHocTr IT/1H.

Henocrnocrs mndopmamnm - cocrosuue uubopManum, mpu KOTOPOM OTCYTCTBYeT /n0boe ee
H3MCHEHHUE /MO0 H3IMEHEHHE OCYLIECTBIISSTCS TONBKO IIPeHAMEPEHHO Cy6BEKTAMH, HMEIONMH Ha HEro
TPaBo.

[Tepevens cokpainenuit
ABITO — antuBupycHoit nporpaMMHoe o0ecrieuenue
APM —aBroMatH3ipoBaHHOE padouee MecTo
UCI1/Ia — nudopMamonHas cHCTEMa MePCOHATbHBIX AAHHBIX
JIBC — noxatbHast BEIMMCIIHTEIBHASL CETh
HCJI - HecaHKIMOHHPOBAHHBIH 0CTYTI
OC — oneparmonnas cucrema
[1/T1 — mepconanbHble JaHHEE
[10 — nporpammuoe oGecreyenne
C3M — cpescTBa 3amuTsl HHGOpMALIHE
C3II/11 — cucrema (noACHCTEMa) 3AIHTHI IEPCOHATBHBIX TAHHBIX
TKY W — Texnuveckie KaHab! yTeuxiu HHGOpMALH

YBII/IH — yrpo3si Ge3011acHOCTH MepeoHabHBIX AAHHBIX
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Beenenne

Hacrosimas Ilomntnka mrpopmannonHoii Gezonacuoctu (nanee IMomuruka) TocynapcTBeHHBIM
ABTOHOMHBEIM  yUpeXxJeHHeM KYJNbTypbl CBEpANOBCKOH 00macTH «YpaJbCKHH LEHTP  HapOJHOTO
uckyccrsay (MHH668601001 OI'PH 1036604814773, perucTpallHOHHBIH HOMEDP B PEECTPE OIEPATOPOB
Beaymux oOpaboTKy nepcoHanbHbIX Aanubix: 11-0197121, nara BHecenus 3anmucu B peectp: 02.08.2012
r.; moyrossii: 620012, r. Exarepunbypr, np. KocMonarToB, 23; Ten/paxc: +7 (343) 331-29-92; e-mail:
office@urfolk-art.ru (dazee — TAYK CO VYplIHH), (nanee Oneparop) paspaboTana B cOOTBETCTBHH ¢
LE/AMH, 3a/la9aMy ¥ NPUHIAIIaMH o0eciiedeHnst 6e3011aCHOCTH NE€PCOHAIbHBIX JaHHbBIX.

[Tonutuka pazpaboTaHa B COOTBETCTBHH C TpeGOBAHUSMU HOPMATUBHEIX JOKYMEHTOB:
- Denepanbroro 3akona ot 27 utonst 2006 r. Ne 152-P3 «O nepcoHaIbHBIX JAHHBIX »;

- [Tocranosnenus IIpaBurensctBa «OO0 yTBepxkJIeHHM TpeGOBAHHM K 3alIUTe IEPCOHATBHBIX

JAHHBIX NpH UX o0paboTke B MH(POPMAIHOHHBIX CHCTEMax MEPCOHANbHBIX JaHHbX» oT 01.11.2012r.
Nelll9;

- [lpukaza «OO0 yTBEpXIEHHM COCTaBa M COJEPXKAHUSI OPraHU3alMOHHBIX M TEXHHUECKHX Mep [10
obecneyeHHI0 BE30MaCHOCTH NEPCOHATLHBIX JAHHBIX NPH HX 00paboTke B HHGOPMALHOHHBIX CHCTEMAaX
nepcoHaIbHbIX AaHHBIX» 0T 18 ¢deBpana 2013 r. ®CTIK N 21.

B Tlonutuke onpegenedst TpeGoBanusi k nepconanry WCIT[IH, crerneHdb OTBETCTBEHHOCTH
nepcoHana, CTpYKTypa U HeoOXOAUMEIH YpOBEHb 3AINHIICHHOCTH, CTATYC H AOJKHOCTHBEIE 00A3aHHOCTH

COTPYZHHKOB, OTBETCTBEHHBIX 3a oOecrevyeHHe 0e30mMacHOCTH NEpCOHANbHBIX naHHbX B WCII/lH B
'AYK CO YplIHHU.
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B OQ0mue mMoJIoKeHHA

Ilenpto Hactosimiedt IlonuTuku sABiseTcs obecredenne 6Ge30macHOCTH OOBEKTOB  3alMTHI
Omepatopa OT BCEX BHJOB YIpo3, BHEIIHMX M BHYTPEHHHX, YMBIIUIEHHBIX W HeNpeJIHaMEpPEeHHBIX,
MHHHMH3ALHAA yiepba oT Bo3MoKHOH peamusanuu Y BITJIH.

Mepsl 1o obecriedennio 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX NPHHHMAKOTCA MJIA 3alIHTHI
[IEPCOHAIBHBIX [JAHHBIX OT HENpPaBOMEPHOTO MIM CAydadHOro MJ0CTyma K HHM, YHHYTOMXEHMS,
H3MEHEHHs], OJIOKHPOBAHUA, KOIIMPOBAHHA, [IPEAOCTAB/ICHHSA, PACIIPOCTPAHEHUS [IEPCOHATIBHBIX JTaHHBIX,
a TAKXKE OT MHBIX HEIIPABOMEPHBIX JIEHCTBUI B OTHOIIEHHH MEPCOHAILHBIX TaHHBIX.

Unbpopmanust ¥ cBS3aHHBIE ¢ Heill pecypchl JOIDKHBI OBITE JOCTYITHBEI UIS ABTOPH30BAHHIX
noss3oBareieii. JJo/KHO OCYIECTBIATECS CBOEBpeMEHHOe 00HapyxkeHue u pearuposanue Ha Y bII/x.

JloKHO OCYHICCTBIIATLCA IIPEAOTBPAlCHAC IPCAHAMCPCHHBIX HITH CJIyHafIHBD(, YaCTHYHbIX HJIH
IMOJIHBIX HECAHKIITHOHUPOBaAHHBIX MOI[H(DHKEI.LIHﬁ HIIH YHHYTOXKCHHA NaHHBIX.
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2, ObaacTe aeidcTeus

Tpebopanus nactosmed IlonuTHKE pacmpocTpaHsroTcs HAa BeeX coTpyaHukoB Omnepartopa
(IITaTHBIX, BPEMEHHBIX, PaloTAIOMKX M0 KOHTPAKTy H T.IL.), @ TAKXKe BCeX MPOYHMX JHUIL (HOAPSIUMKH,
ayZHUTOPSI H T.IL).



7
3. Cuerema 3a1HTBI IEPCOHANbHBIX JAHHBIX
Cucrema 3amurs! nepconansibx qanubix (C3I1/IH), cTponTcs HA OCHOBaHMUH:
- TMepevHs MepCOHATBHBIX IAHHBIX;
- HaCcTHOH MOJZIENIH aKTyaJIbHBIX YIPO3 H BEPOATHOrO HApYIINTEIA;
- T0JI0XKEHHsI 0 pa3rpaHyeH!H paB JOCTYNA K TePCOHATLHEIM JAHHEIM;

- HopmatuBHbIX JoKyMeHTOB PCTIK u ®CB Poccun.

Ha ocHoBaHMM 3THX JOKYMEHTOB OnpejesseTcss HeOOXOMMMEIA ypoBeHb 3almiienHoctd [1]1x
kaxnoi HWCII/Ie Omneparopa. Ha ocHoBaHuM aHanM3a aKTyaleHBIX yrpos Oezonacumoctu [1)[n
OIUCAaHHOro B HacTHON MOJIETH aKTYaIbHBIX YIPO3 B BEPOATHOTO HAPYIIHTEA, AeNaeTCs 3aKII0O9eHHAE O
HEOOXOMMMOCTH HCIONB30BAHMS TEXHWYECKMX CPEACTB M OPraHM3AlMOHHBIX MEPOIPHATHI s
obecnieuerus OeszonacHocTd I1/IH. BreiGpanHble HeOOXOIHMBIE MEpONMpPHSTHS OTpaxkaiorcs B Iliane
MEpONPHUATHH M0 BHYTPEHHEMY KOHTPOIIIO 3a cobmoaeHreM 6e30macHoCTH NEPCOHANBHEBIX JaHHBIX.

Opranu3alHoHHbIe MEPOIIPHATHS J0JUKHBl BKIKOYATh:
- NIpaBoOBO€ OCHOBaHHeE JUIsl cO0pa [epCOHANIBHBIX JAHHBIX;
- OIpeJesieHHe OTBETCTBEHHLIX JIHII 3a coOMoieHHeM Mep Ge30I1acHOCTH;
= 3AIIUTY IICPCOHANBHEBIX AaHHBIX, 00pabaTbiBaeMbIX €3 CpejICTB ABTOMATH3AIMY;
= 3ALUATY NEPCOHAIBHEBIX JaHHbIX, 00pabaThiBaeMbIX ¢ IPUMEHEHHEM CPECTB aBTOMATH3AIHN,
- 3aIIUTy OOBEKTOB OT XHUIIEHH;
- 3alIUTY CHEMHBIX HAKOMUTENEH, COAEPKALIUX IIePCOHAILHEIE JaHHEIE;
= BOIIPOCHI YHHYTOKEHUS NEPCOHATIBHBIX JaHHBIX.

B 3aucumoctn ot yposmsi sanmmerHoctd MCIT[IH u axtyansHerx yrpos, C3I1JIa mosxer
BKJIIOYATh CJIEAYIONIHE TEXHHYECKHE CPeICTRa:

& 3alIMThI OT HECAHKIIMOHHPOBAHHOI'O JOCTYIA K IEPCOHA/IbHBIM JIaHHBIM;
- AHTHBHPYCHOH 3alIMTHI [U1 paboYuX CTAHIUH [10J1b30BaTe)ICH U CEPEEPOB;
= MEKCETEBOTO 3KpaHUPOBaHNA,

= 00Hapy)KEHUS BTOPIKEHHUI;

- KOHTPOJIA 3AlIHIIEHHOCTH NEPCOHANBHBIX TaHHbIX;

- Kpunrorpadguyeckod 3amuThl WHPOPMALUM, NPH Tepenade 3amuIaeMoli HHPOPMALHH [0
KaHasam CBS3H;

~ 3auuTel oT yTeykn o TKYH.
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4. Tpedosannsa k noacucremam C3I1n
C3I1In MoeT BKJIFOYATh B ce0s CCAYIOIIHE MOACHCTEMBI:

= Unentudukanuy u ayTeHTHPUKALUU cyOBLEKTOB noctyna M o0hekToB pocryna. Iloacucrema
obecreynBaeT NprcBoeHUE CyObeKkTaM H 0OBEKTaM J0CTYNa YHHKAIBHOIO NPH3HAKA (MACHTHQHKATOPA),
CpaBHEHHE [pPENbABIAEMOro CyObekTOM (00BEKTOM) MOCTYNma HMACHTH(QHKATOpa ¢ IMEpPEeYHEM
MPUCBOCHHBIX HICHTH(QHUKATOPOB, a TAKKe MPOBEPKY NpUHAIexHocTH cyObekTy (00beKkTy) AocTyna
MPEIBSBICHHOTO UM HICHTHHUKATOPA (MOATBEPIKIEHHE MMOUTMHHOCTH ).

- Vrpasienus gocTymoM cy6bekToB jocTyna K obowexram goctyna. IToxcucrema obecneumsaer
yIpapjeHHE NpaBaMH M IPUBHIETHAMH CYOBEKTOB JOCTyIa, pa3rpaHHyYeHHe OCTyna CyOBeKTOB
7ocTyna K 00beKTaM JI0CTyNa Ha OCHOBE COBOKYITHOCTH YCTAHOBIEHHBIX B HHOOPMALMOHHOH cHCTeMe
IPABHII Pa3rpaHUyeHus A0CTYIIa, a TaKxKe oOecrieynBaeT KOHTPOIIb 3 COONTFOICHUEM ITUX MPABHIT

= Orpannuenusa nporpammuoil cpenst. Ilogcucrema obecrmeuwBaeT yCTaHOBKY M (MJIM) 3allycK
TOJIBKO Pa3spellleHHOro K HCIOJIb30BaHHIO B MH()OPMALHMOHHOH CHCTEME MpOrpaMMHOro obecreyeHus
HJIM HCKIIOYaTh BO3MOXKHOCTh YCTAHOBKH W (MJIM) 3alycKa 3amlpelleHHOr0 K HCIOJb30BAHHIO B
HH(POPMAITHOHHOM CHCTeMe IIPOTPAMMHOTO O0ecTeyeH s

- Perucrpanmn cobbrruit GesomacHoctd. [loxcucrema obecnmeunsaer ¢bop, 3amuch, XpaHeHHE H
3aIATy HHGOpMAIMKA 0 coObITUsIX 0€30MacHOCTH B HH(MOPMALMOHHON CHCTEME, @ TAKIKE BO3MOXKHOCTD
IPOCMOTPA U aHanKu3a HHGOPMAIHH O TAKHX COOLITHSIX U PearupoBaHUe HA HUX.

- AnTHBApPYCHOI 3amuThl. [TogcucTeMa obecrieunBaeT oOHapy)eHHe B HHGOPMALMOHHOM CHCTEME
KOMITLIOTEPHEIX  MporpamMm b0 HHOM KOMIBIOTepHO# uH(poOpMauuu, [OpeiHa3sHAYEeHHOW Juls
HECAHKLMOHUPOBAHHOTO YHHYTOXEeHHs, OJIOKHPOBAHUS, MOAUOUKAINM, KONUPOBAHUS KOMIBIOTEPHOM
uHGOPMAIME WA HCHTpamW3alliid CpEACTB 3alMThl MHPOpMAalMH, a TaKXkKe pearHpoBaHHEe Ha
o0HapyKeHHue STUX IPOrpaMM U HHHOPMaLUH.

- ObGnapyxenus (npemorepaumenns) propxkennil. Ilogcuctema obecneunBaer oOHapyKeHME
JeHcTBHH B HMHOOPMAIMOHHOH CHCTEME, HAalpaBJIEHHBIX Ha HECAHKUMOHMPOBAHHBIA JOCTYI K
HHpOpMalIMK, CHElHATbHbIE BO3JelcTBHS Ha HHMPOPDMALMOHHYIO CHCTEMY M (WIM) IEpPCOHANLHbLIE
JaHHBIE B LEJSIX JOOBLIBAHHA, YHHUUYTOXEHUS, HCKAXKEHHUS M OIOKHPOBAHMS I0CTyNA K HEePCOHAIBHEIM
JaHHBIM, a TaKKe pearHpoBaHHe Ha ITH JIEHCTBHA.

- Kourpons (aHanW3a) 3alIMINEHHOCTH MEePCOHANBHBIX JaHHBIX. [loacucrema obecnevynsaeT
KOHTPOIIb YPOBHS 3aIIMLICHHOCTH II€PCOHANBHBIX [JaHHBIX, oOpabaTbiBaeMBIX B HH(OPMAIHOHHON
CHCTEME, [IyTeM [pOBEACHHS CHCTEMAaTHYECKHMX MCEPONPHATHH MO0 aHAIM3y 3allHIICHHOCTH
HHGOPMALIMOHHON CHCTEMBI M TECTHPOBAHHIO PabOTOCIIOCOOHOCTH CHCTEMBI 3ALIMTHI MEPCOHATBHBIX
JIAHHBIX.

- Ofecmevenus UeJOCTHOCTH HHGOPMALHOHHOH CHCTEMBI H IIEPCOHAIBHBIX AaHHEIX. [loacucrema
obecrnieyuBaer  oOHapykeHue  (aKrToB ~ HECAHKIMOHMPOBAHHOTO  HApYIUCHHS  LEJOCTHOCTH
HH(OPMALIHOHHON CHCTEMEI M COJepiKallluXcs B Hel NepcOHANbHBIX JAHHEIX, 4 TaKkKe BO3MOXKHOCTH
BOCCTAHOBJICHHA HHPOPMAIIHOHHOM CHCTEMBI H COAEPIKALIUXCH B HEH NEPCOHAIBHEIX IaHHBIX.

- ObGecneyeHuss  IOCTYNHOCTH  IEPCOHAIbHBIX  JaHHbIX.  [loxcucrema — obecneduBaer
ABTOPH30BaHHEIN JOCTYIN II0JIb30BaTeNIell, MMEIONUX NpaBa 0 JOCTYNY, K MepCOHANBHEIM [JAHHBIM,
cojepaamMMcs B HHQOPMALHOHHON  CHCTeMe, B IITAaTHOM  pexuMe  (DyHKIHOHHPOBAHHS
nH(POPMaHOHHON CUCTEMBEL.

- 3amurel TeXHHUYECKHX cpeicTB. llojcucTeMa MCKIIOUAET HECAHKIIMOHUPOBAHHEIA [OCTYN K
CTAllHOHAPHBIM TEXHHYECKHM CpefcTBaM, 00padaThIBarOIIMM MEePCOHAIbHBIE JAaHHBIE, CPEACTBaM,
o0ecrnieurBalOIMM (YHKLIMOHMPOBaHHE HMH(DOPMAITHOHHOM CHCTEMBI (Hajee - CpeicTBa OOCCIIECHYECHHS
(pyHKIHOHHPOBAHHS), H B MOMEIIIEHHs, B KOTOPBIX OHU MOCTOSHHO PACHOJIOXKEHBI, 00eceynBaeT 3aluTy
TEXHUYECKHX CpEeACTB OT BHEIUHHX BO3JEHCTBHEH, a TaKXKe 3aUIUTy MEePCOHANBHEIX JaHHBIX,
IIPEJICTABIICHHBIX B BUI€ HH(POPMATHBHBIX JIEKTPHYECKUX CHTHAIOB H (DH3MHYCCKHX ITOJICH.
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= 3ammMThl MHGOPMAIMOHHON CHCTEMbl, €€ CpPEACTB, CHCTEM CBS3M M Iepejau JAaHHBIX.
TMozcucreMa 0GecIeYnBAET 3AMTY NMEPCOHAIBHBIX JAHHBIX [IPH B3aMMOACHCTBHH MH(QOPMALMOHHOH
CHCTEMBI HJIH €€ OTJAENbHBIX CerMeHTOB ¢ MHBIMH HHOPMALMOHHBIMH CHCTEMAMH U HH(OPMAIMOHHO-
TEJIEKOMMYHHKALMOHHBIMYA CETAMH [OCPEICTBOM MPHMEHEHHs aApXHTEKTYphl HH(QOPMALHOHHOMH
CHCTEMBI U TIPOEKTHBIX PEIICHH, HAMpaBleHHBIX Ha obecnevyeHHe OC30MIACHOCTH MEPCOHAIBHBIX
JIaHHBIX.

= BesIBICHNS MHIMICHTOB M pearupoBaHnio Ha HEX. [lomcucrema oOecnednsaer oOHapyKeHHE,
MAEHTHOHKAIMIO, AHAIM3 WHIMIEHTOB B MH(OPMALMOHHOM CHCTIEME, a TaKKE INPUHATHE MCp IO
YCTPAHCHHIO H MPEIYTIPEKACHHIO HHIHICHTOB.

- Vnpasnenauss KoHpurypauueil HHGOPMAIHOHHOW CHCTEMbl M CHCTEMOHW 3aIHTHl IEPCOHAIBHDIX
nangelx. Ioxcuerema oGecreywBaeT yIpaBIeHWE W3MEHEHUSIMH KOH(QMIypaunu HHPOPMaIMOHHOH
CHCTEMBI M CHCTEMBI 3alIATHl NEPCOHAIBHBIX [JAHHBIX, aHAIN3 TMOTEHUMAIBLHOTO BO3/CHCTBUS
JIAHAPYEMbIX M3MEHEHHH Ha ofecnieuenne 0€301acHOCTH MEPCOHANBHBIX JIAHHLIX, a TaKkKe
JOKYMEHTUPOBAHUE 3TUX U3IMEHEHHH.
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S Hons3zosaren UCILn

B KCI1/la Oneparopa MOKHO BBIUICIHTH CIEIYIOUHE TPYIIEI I0JIb30BATE/ICH, y4acTBYIOIHX B
obpabotke u xpanenuu I1J1H:

= apmurRCTparopsl 6esonacocte UCI/IH;

- nonns3oBatenu MCITJH;

= CHCTCMHBIC a IMHHHCTPATOPDL

JlaHHBIe 0 TPYNNax MOoJb30BATENsX, YPOBHE HX AOCTyNa H HHGOPMHPOBAHHOCTH AOJIKCH OBITH
orpaket B [1010KeHHH 0 pasrpaHUYeHUHU NPaB A0CTYIA K NePCOHATEHBIM 1aHHbIM.

Anmuancrpatopsl 6e3onacaoctd UCIIn:

AIMHUHHCTPATOPOM 6€30MacHOCTH SBJIAETCS ITaTHBIH coTpyanuk OnepaTopa, OTBETCTBEHHBINH 32
¢yuxuuonuporanue C3II/IH, Ha3HAYAETCS MPUKA30M AAPEKTOPA.

AnvunncTpatop 6ezonacHocTd 00/1aaaeT CISAYOMMM YPOBHEM AOCTYNA U 3HAHUH!
- oGnanaer npaBamu agmuaKcTpatopa MCILIH;
- obnagaer nonHoi uHGopMmanuei 06 UCIIIH;

- HAMEET [OCTYN K CPEJCTBAM 3alUThl HHGOPMAalHMH M NPOTOKOIHPOBAHHA H K YaCTH KIIOYEBEIX
snemenToB UCITTH;

- HE MMEET MpaB MOCTyma K KOH(GHIYPHPOBAHHIO TEXHMYECKHX CPEJCTB CETH 32 HCKIIIOUCHHEM
KOHTPOJIBHBIX (MHCIIEKIMOHHBIX).

AMuHECTpaTop 6€30MacHOCTH YIOTHOMOYEH:

- peann30BbIBATE MOMMTHKY Oe3omacHocti B 4acTH HacTpolikn CK3U, mexcereBbIX SKpaHOB U
cucTeM OOHApy»KEHMsi arak, B COOTBETCTBHHM C KOTOPBIMH II0JIb30BaTeNIb MOMy4aeT BO3MONKHOCTD
pabotars ¢ aneMentTamu MCIIIH;

- OCYILECTBIATD aYAHT CPEACTB 3aIIHTEI;

- YCTAHAB/IMBATH JIOBEPHUTETEHBIE OTHOLIEHUS CBOEH 3alMILICHHON CETH C APYTHMH 3allHIICHHBIMA
CEeTSMH.

[MTonszosatens UCTTIH

[Mons3oBatenem WCIIJn sBisiercs wmratHeid cotpynHuk Onepatopa, — OCYIIECTBAAIOMIMI
o6pabotky I1J/la. O6paborka [1JIH BKmOUYaeT: BO3MOXHOCTh mpoecMotpa IIJIH, pydunod ssoa II[x B
cucremy MCII[lH, dopmupoBanne copaBoK W OTYeToB 1o HHGpopmaiuu, noxyuennoi uz MCIIL
[Torp30BaTeNb HE HMEET TTOTHOMOYHHN 1A yIpaB/ieHns noacucteMamu oopaborkn ganHbX 1 C3I1/H.

IMonws3osatens VCIT]IH obnagaer cnedyiomuM yPOBHEM JOCTYIIA U 3HAHUM:

- o0safiaeT BceMH HeOOXOAUMBIME aTpHOyTaMH (HallpUMep, NapoJieM ), 00eCeUnBaOIUMH A0CTYII
K HekoTopoMy noaMHoxectBy [1/1H;

- pacrionaraet KOH(QUAeHIMATLHLIMU JAHHBIMH, K KOTOPBIM UMEET J0CTYIL.
CucreMHBIH aIMHHHCTPATOP:!

CuCTeMHBIl aIMHHACTPATOP OCYMIECTBIACT CBOM (YHKIMH Ha OCHOBAHHH JBYXCTOPOHHErO
norosopa. CHCTEMHBI AIMHHHCTPATOP He MMEET IOMHOMOYMH JUIs YIpaBJieHHs MMOACHCTEMAaMH
00paboTKH JaHHBIX U O€30MAaCHOCTH.

CucreMHbl agMHHECTpATOpP 06/1a1aeT CIeAYIOIHM YPOBHEM AOCTYNA H 3HAHHUI:

- o6JagaeT 4YacTbl0 MHQOPMAIMH O CHCTEMHOM H NPHUKJIAJHOM TPOrpaMMHOM obecredeHuH
WCIT/Tu;
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. = o6nasaeT yacTeio HHGOpMaLHH 0 TeXHUYECKUX CpPelcTBax U KoHGHTypauy WCII]IH;

- uMeeT (GH3MHECKHi AOCTYN K TEXHUHCCKNM cpencTBaM 00pabOTKHU wH(pOPMALIMH K CpPE/ICTBAM
3ALIUTBI,

- 3HaeT, 10 MeHbIIel Mepe, O[IHO JTerajibHOE UM JIOCTYIIA.
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6. TpeGopanus K nepcoHaTy 10 05ecnedeHnIo 3amuTh! I /dn

Bee corpyzHuku Orieparopa, ABISIOMIHECH monsioparensmMu VMCITJIH, 10JKHBI YE€TKO 3HATB H
CTPOTO BBINOJIHATE YCTaHOBJIGHHbIE MPABHIA U O6SI3aHHOCTH TI0 JOCTYIY K 3allUIIaeMbIM 00BEKTaM H
COBTIOEHHIO TPHHATOrO PexnMa 0e30macHOCTH IT1H.

[Ipu BCTYIJIEHWM B JO/DKHOCTB HOBOTO COTPYAHHKA HETOCPE/ICTBEHHbIH — HAYalbHHK
o/Ipa3Ae/icHus, B KOTOpoe OH MOCTYMaeT, o0s3al OpraHM30BaTh €ro O3HAKOMIICHHE C JOJDKHOCTHOM
MHCTPYKIMEH ¥ HCOOXOAMMBIMH JOKYMCHTAMH, perIaMeHTHPY HIHMH TpeGosanma 1o sammre 11/1H, a
taKe OOydeHMe HaBBIKAM BBIIOJHEHUA TPOUEIYP: HeOOXOJHUMEIX JUIS CAHKIIHOHHPOBAHHOTO
peronpzosanua MCIIIH.

COTpyIHHK JODKEH OBITh O3HAKOMJIEH €O CBEACHMAMH pacroAwmer [lonuTHKH, NPUHATHIX
npouenyp pabotsi ¢ anementamu UCIT/Ta 1 C3I1/=.

Cotpymuukn OriepaTopa, HCIOJB3YIOMHE TEXHMYECKHE CPEeACTBA AyTEHTH(QUKAIMH, IO0/DKHBI
ofecrednBaTh COXPaHHOCTD HIEHTH(PHKATOPOB (2JIEKTPOHHBIX KITFOY€EH) U HE J0MyCKaTh HCJH x HuM, a
TaKk JKe BO3MOMKHOCTH HMX YTEPH HIM HCIOJB30BAHHS TPETHUMH nuuamu. [lonb3oBaresd HECYT
IepCOHAILHYIO OTBETCTBEHHOCTD 33 COXPaHHOCTD HIEHTH(HKATOPOB.

Corpyxuuku Omneparopa JOJDKHBEI CJIEJ0BATH YCTAHOBJICHHEIM npoleaypam IOl PIKAHNS
pexuma Gesomacoctu IIJle npw BEIOOpE M MCTOIb30BAHUH mapojieii (eclnd HE HCIOJIB3YIOTCH
TeXHUUECKWe CPeICTBA ay TeH TH(HKAIIH).

Corpyauuxn OnepaTtopa [10/DKHBI obecrieynBaTh HAUISKAIIYIO 3alluTy obopyAOBaHNS,
ocTaBisiemMoro 06e3 mpHCMOTPA, ocobeHHO B TeX ciydasx, Korga B IOMEINCHHE HMEIOT JOCTYII
nocTopoHHue UL, Bee monb30BaTeNH A0TDKHbI 3HaTh TpeOOBaHus Mo 6e30IacHOCTH [1JIH ¥ mpoLeayPhbI
3alIATEl 000pYIOBaHHUS, OCTABIIEHHOIO Oe3 mpUCMOTpPa, & TAKKE CBOM 06s3aHHOCTHA MO 00ECIEeYCHUIO
TaKo# 3allUThI.

COTpyIHMKAM 3ampeliacTcsi —yCTaHABIMBATL  MOCTOPOHHEE pOrpaMMHOe  OOeCHeIeHHE,
[OAK/TIOYATE THYHBIE MOOWITBEHBIE YCTPOHCTBA U HOCHTCIIH uaGOpMALAH, A TaK XKe 3aMHChIBATL HA HHX
3aIHIaeMyio HHPOpMauHtIo.

CoTpy/[HHKaM 3alpelaeTcs pasriamars 3aluinacMyo uH(OPMALIMIO, KOTOpas CTala HM
u3BecTHA NpA paboTe ¢ HH(OPMALMOHHBIMH CHCTEMAMH OnepaTopa, TPETHUM JIHILAM.

[lpu pabore ¢ I[1Jm B WCIIJIH COTpyIHUKH Oneparopa 00a3aHbl 00ECHEUMTL OTCYTCTBHE
BoamoykHocTH npocMoTpa I1/1H TpeTbHMH THIAMHE C MOHHTOPOB APM ujiHM TepMHHAJIOB.

[Ipu 3aBeprueHUH paboTEHl ¢ UCIIla coTpyaHukn 00s3aHbl 3aAMATHTD APM niau TepMHHAJIBI C
[TOMOIIBIO GNOKMPOBKH KIIOYOM MM SKBHBAJICHTHOTO CpeICTBA KOHTpOJIsl, HATIPAMED, HOCTYIIOM IO
[IapoImo, eCIM He HCIOJB3YIOTCs Ooliee CHITbHBIC CPE/CTRA 3aIIUTHI.

Corpyauuxku Orneparopa A0JIKHEI 6BITH TIPOMH(OPMUPOBaHBl 00 yrpo3ax HapyLICHHA PEXHMA
Gezomacuoctd [1JIH M OTBEICTBEHHOCTH 3a Cro HapylICHHE. OHH JO/DKHBI OBITE O3HAKOMIICHBI C
yTBepICHHOH dopmanbHO MPOLENYPOH HATIOKCHHA JIACLMIUIHHAPHBIX B3BICKAHUHA HA COTPYIHUKOB,
KOTOpBIE HapyIIIHJIN IIPHHATEIE TOIHTHKY ¥ NPOLELYpEI 6esonacnocty [1/1H.

Cotpyanukn 00s3aHpl  0e3  MPOMEAICHHS coobmars 060 Bcex HabOJacMBIX —HIH
I003PUTENBHBIX ClIydasx paboThl MCIIJ/IH, MOTYIIMX IIOBIEYb 3a c000H yrpo3bl 6eszomacuoctu [1/IH, a
TaKKe O BbIABICHHBIX HMH COOBITHSX, 3aTPArHBAOIIHX Gesonacuocts [1/JlH, PYKOBOICTBY
MoJipa3/ie/leHus | JIMILY, OTBEHAIOIIEMY 33 HOMEVICHHOE pearupoBaHKe Ha yrpo3bl 0e30TMacHOCTH [1n.
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(" OTBeTCTBEHHOCTh COTPYAHHKOB

B coorseTcTBHH CO cT. 24 DenepansHoro 3akona Pocenitckoit Peaepainn ot 27 uions 2006 r. Ne
152-®3 «O mepcOHANBHBIX [JAHHBIX» JIMIA, BUHOBHBIE B HAapylleHWW TpeOOBaHMH JaHHOrO
deepaTbHOrO 3aKOHA, HECYT TPaXKAAHCKYIO, YTOJOBHYIO, &JMHHUCTPATHBHYIO, AUCIUIUIMHAPHYIO H
MHYIO TIPELYyCMOTPEHHYIO 3aKoHOAaTenseTBoM Poccniickoit denepaiy 0TBETCTBEHHOCTD.

JlelicTBYIOMmMEE 3AKOHOMATENLCTBO P® M0O3BOJSET NPeabABIATh TPEOOBaHUs 10 0OCCICUCHMIO
GesonacHoit paGoTHI ¢ 3aIIAIIaeMOil HHGOPMALHEH U IpeyCMaTPHBaeT OTBETCTBEHHOCTD 38 HAPYIICHNS
YCTAHOBJIGHHBIX TIpaBHII 3KkciutyaTannu DBM ¥ cucTeM, HENpaBOMEPHBIA TOCTYM K HH(OpMaIHH, €C/IH
ITH JeiCTBHS NIPHBEIN K yHUUTOXKEHHIO, GJIOKHPOBAHUIO, MOIHPUKALMY HHYOPMALNK WK HAPYIICHHIO
paboter OBM uinu cetelt (ctaten 272,273 u 274 VK PO).

Amvunucrparopsl UCITJIH HecyT OTBETCTBEHHOCTD 3a BCE JEHCTBHSA, COBEPIICHHDBIC OT HMEHH HX
VUETHEIX 3aruceil WM CHCTEMHBIX YYETHBIX 3aliCceH, eclnd He J0Ka3aH (GakT HeCaHKUHOHHPOBAHHOIO
HCIT0JIL30BaHMS YUYETHBIX 3aITHCel.

IIpu napymenusx cotpyauukamu Omepatopa — nonbzosarenert UCIL/la npasni, cBA3aHHBIX C
feszonacHocTbio [1J]H, OHM HECYT OTBETCTBEHHOCTh, YCTAHOBJIECHHYIO NEHCTBYIONIMM 3aKOHOAATEILCTBOM
Poccuiickoit Denepanuu.



